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® Matrikon
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Scope

This How-to Guide focuses on specific end-user tasks for the Matrikon Data Broker (MDB) and
provides illustrated instructions for carrying them out. These end-user tasks are the basic tasks
associated with the features of MDB, and do not include external tasks required to install or
configure additional components such as bridging applications, network traversal applications,
or external information models. This document describes only those specific fields and
functions required to carry out the described task.

MDB is a complex application that implements many of the functionalities defined in the OPC
UA specification. Some of these require advanced knowledge of the UA specifications and the
components described therein. For example, some tasks associated with information modeling
and data mapping require knowledge of programming methods in addition to knowledge of the
address space components described in the specification. They are therefore beyond the scope
of this document.

This document is intended as a supplement to the User Manual rather than a replacement for it.
For a full description of the functionality of MDB please refer to the User Manual

Related documents and resources
MDB User Manual

Intended audience

This document is intended primarily for MDB end-users, administrators, and anyone responsible
for day-to-day use of MDB and the operation of the system in which it is installed.

It can also be used as a reference for any customer considering the purchase of MDB.
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Admonishments

=

0,
0,
A

NOTE - This symbol indicates additional information that should be considered
when using this product or feature of the product.

INFO - This symbol indicates additional information about the product or feature of
the product that may be of interest to the user.

CAUTION - This symbol indicates that an incorrect action may result in an error or
unintended or unwanted operation of the product or a feature of the product.

WARNING - This symbol indicates that care must be taken to avoid an incorrect
action that may result serious system errors which can include catastrophic failure!
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Introduction

The Matrikon Data Broker (MDB) is a fully compliant OPC Unified Architecture (UA) application
that supports both server and client functionality. Server aggregation, reverse connection, data
modeling and mapping, and MQTT Publisher are all supported in MDB 2.0. These features
include many configuration and control items required for proper operation. This requires
logging into the MDB as an administrator (admin).

OPC UA Explorer is a fully compliant OPC UA client application which supports all the features
implemented in MDB. UA Explorer is also designed as the configuration interface for MDB. All
tasks involving the configuration of MDB features and functions are carried out through UA
Explorer.

This being the case, the first task that must be carried out is to connect UA Explorer to MDB.
Upon first login, the password for the admin account should be changed. These are the first two
tasks described in this guide.
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Connecting Matrikon OPC UA Explorer to MDB

Use CASE

The Matrikon OPC UA Explorer is a fully compliant OPC UA client application that is designed to
act as the configuration utility for MDB. It can be used to connect to any OPC UA server
application. In the context of this document UA Explorer provides access to all the features of
MDB.

PROCEDURE

1. Open OPC UA Explorer.

2. On the Home page, click on the Add New Server tile.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

NOTE - By default UA Explorer uses discovery to retrieve the server url. If the Local
Discovery server (LDS) is not available UA Explorer will throw an error and no server

E is listed. If the LDS is available, the MDB endpoints are listed under Local Discovery.
This procedure assumes that no LDS is available.
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Connecting Matrikon OPC UA Explorer to MDB

3. Select the Manual radio button in the Connect Server window and enter the url of the MDB
instance using the syntax:

opc.tcp://<computername>:<portnumber>

Connect Server b
Connection Method:

= Discovery & Manual ® Reverse Connect

URL |opc.top// < computernames: < portnumbers | m

Local Discovery

4. Click on the Search button to retrieve the endpoints for this server.

5. Expand the list of endpoints under the MDB instance and select the required connection
endpoint.

Connect Server £
Connection Method:

® Discovery @ Manual ™ Reverse Connect

URL |opc.tcp:/foponorth:33050 | m

Local Discovery
v Custom Discovery
v @ opc.tep://openorth:55050
v =L Matrikon Data Broker - MDBNTHS5050

(21 Basic128Rsals - Sign
(3 Basic128Rsals - Sign & Encrypt
() Basic256 - Sign
(31 Basic256 - Sign & Encrypt
& Aes128_5Sha25e_RsaOaep - Sign
& Aes128_Sha256_RsaOaep - Sign & Encrypt
() Basic2565ha256 - Sign
(D Basic2565ha2s6 - Sign & Encrypt
& Aes256_Sha256_RsaPss - Sign
& Aes256 Sha256 RsaPss - Sign & Encrypt
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Connecting Matrikon OPC UA Explorer to MDB

6. In the Authentication window, select the User Details radio button and fill in the required
UserName and Password.

Authentication &
® Anonymous @ User Details

UserMame |adr‘r1ir1 |

Password | |

a. For the first connection to a new installation of MDB, the default login is the admin
account with a blank password. This will result in UA Explorer displaying a warning.
For information on changing passwords in MDB, refer to the section How do |
change the user password in MDB?

@ MATRIKOM OPC UA EXPLORER x
Matrikon Data Broker is logging in without password by default. For security

! reascns, it is recommended to change the password via Matrikon Data Broker
Configuration Page-=User Management-> Change Password.

7. UA Explorer displays an active connection tile in the Active Sessions/Reverse Connections
list.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDBN %

Matrikon Data Broker - MDBMNC
Sign & Encrypt

Basic2565ha256 L)
Connected
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Changing the user password in MDB

Use CASE

MDB comes preconfigured with no passwords for any of the users. When logging in for the first
time, users receive a message recommending changing the password. To accomplish this task,
it is necessary to access the User Management tab in the MDB configuration tab.

PROCEDURE
1. Connect UA Explorer to MDB.

2. Click on the Configure MDB icon on the left edge of the display.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker
Active Sessions/Reverse Connections
Matrikon Data Broker - MDEN %
Matrikon Data Broker - MDENC
Sign & Encrypt
Basic2565ha256 {5}
Connected
3.  Inthe User Management tab, click on the Change Password button for the account you

wish to modify. In this example we are changing the admin account password.

@ Matrikon OPC UA Explorer

Matrikon Data Broker Configuration

Session Matrikon Data Broker - MDEMNORTHS5010 - Session - 1 j( Forge loT Device Registration J
Server Settings
User Management
User Name Description Security Role Password Enabled
1 admin Administrator Change Password
2 Anonymous Guest Change Password |
3 guest Guest Change Password
4 operator Operator Change Password
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Changing the user password in MDB

4. Enter and confirm the new password in the Change Password dialogue. Click on OK.

@ Change Password >

Mew Password |— |

Confirm Password |— |
5. Click on the Apply button to execute the requested change.

Matrikon Data Broker Configuration '

Session Matrikon Data Broker - OPCS0OUTH - Session -1 j( Forge loT Device Registration ) {
Server Settings v
User Management -~
User Name Description Security Role Password Enabled
1 admin Administrator Change Password
2 Anonymous Guest Change Password [l
3 guest Guest Change Password
4 operator Operator Change Password

b

FireBridge Reverse Connections

6.  In UA Explorer, disconnect from MDB, then reconnect using the new password.
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Connecting third-party clients to MDB
Use CASE

Although Matrikon’s UA Explorer is the client application that is installed with MDB and acts as
the configuration tool, it is not intended as an industrial solution. The client application that
normally connects to MDB is usually the application that consumes the data, such as a DCS or
an archive application.

PROCEDURE

Any client application connecting to MDB must execute the same process as UA Explorer,
ensuring that each required field is correctly filled in. The specific actions and GUI items will
vary from client to client, but the requirements remain the same. In this example we use the
Unified Automation UA Expert as our client.

1. Open UaExpert.

2. Click on the Add item from the Server dropdown menu

u Unified Autormation UaExpert - The OP

File View  Server Document  5Settin

~4 o Add...
U =4 P
= Remove
Project =
Connect —
~ [ Proje
D 5 Disconnect
v Ao Properties...
i | Change User...
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3.

Connecting third-party clients to MDB

Fill out the connection details under the “Advanced” tab within the “Add Server” window:

' Add Server

o

Configuration Mame |Matrikon Data Broker - MDE2

Server Information

Discovery

Endpoint Url o |C.tC|:|:HDE5mP—P|ﬂ(?FDQ.|DCE|. 144444 |

Feverse Connect ]

Security Settings
Security Policy Aes2565ha256RsaPss

Message Security Mode | Sign & Encrypt

Authentication Settings

() Anonymous

-

Te

Username o |.ﬁ.dmin
© (5

Password | I |

| Store

Certificate

Private Key

Session Settings

Session Mame

|>—PKZI<.?FDQ:L.IniﬁEd.ﬁ.utomaﬁon:UaExpert

[] connect Automatically

(6 ) Cancel
1) Endpoint URL
2) Security Policy
3) Message Security Mode
4) User Name
5) Password
6) Click on OK.
MDB How-to Guide ©Matrikon 2022 8



Connecting third-party clients to MDB

4.  There are a number of commands for connecting to this new server, including right-
clicking the server and selecting “Connect”, or as shown here, clicking on the “connect

button in the button bar.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”
File View Server Document Settings Help
DePBO #=[0]x%5 B RO
Project & X Data Access View
v (A Project # Server Node Id
v [ servers
Q Matriken Data Broker - MDBNOI
~ (A Documents
{3 Data Access View
£ >
5. If this is the first attempt to connect to the MDB, a “Bad Security” error may occur due to

untrusted certificates. If this happens, the Certificate Validation dialog opens

automatically.

B Certificate Validation

The certificate of server '"Matrikon Data Broker - MDB20' was validated successfully.

|G<xxi

Certificate Chain

Marme Trust Status
A Matrikon FLEX Dispatch Trusted

Certificate Details

Subject
Common Mame
Organization
OrganizationUnit
Locality
State
Country
DomainComponent

Matrikon FLEX Dispatch

DESKTOP-PEKTFOQ
Commeon Mame Matrikon FLEX Dispatch
Organization
OrganizationUnit
Locality
State
Country
DomainComponent
Validity
Yalid Frem
Yalid To
Info
Serial Mumber 3D431DED
Signature Algorithm  RSA-SHAZ256
Cipher Strength RSA (2048 bit)
Thumbprint (SHAT)

DESKTOP-PKKTFOQ

Fri May 27 11:02:17 2022

Accept the server certificate temporarily for this session

‘

Wed May 26 11:02:17 2027

F961683030637E3B26A0957CO96AFT3B215AAEEFT o

Trust Server Certificate

2

MDB How-to Guide
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6.

1) Click Trust Server Certificate
2) Click Continue
7.

To accept the MDBs certificate with UA Expert

application instance certificates in MDB?”

8.

Project

B X

v [ Project
Ll | Servers

v [0 Documents

[0 Data Access View

£

Q} CUsers\E49856% Onelrive - Ho

Address Space B X

7+ | Mo Highlight

C3 Root
v ) Objects
L Aliases

) DataManagementCenfiguration
) DispatchConfiguration
© DispatchDiagnostics

e Server
3 Types

3 Views

MDB How-to Guide
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Connecting third-party clients to MDB

To accept the UA Expert certificate with MDB, refer to the section “How do | accept

The “Address Space” window now displays the MDB address space.
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Connecting MDB to OPC UA servers

Use CASE

OPC UA client and server functionalities are more easily integrated into a single application than
was the case in OPC Classic. MDB is specifically designed and developed with this integration
in mind. The Federator feature allows MDB to connect to other OPC sources such as OPC UA
servers. MDB thus becomes the gathering point; a single application where all data from an
extended system can be represented within a single address space.

PROCEDURE

NOTE - Errors may occur in this procedure if the target OPC UA server has not
accepted the MDB application instance certificate. Before starting, ensure the MDB

E certificate has been added to the UA server’s trusted certificate list, and is not in the
rejected certificate list.

1.  Connect UA Explorer to MDB using the admin account.

2. Click the Data Broker Configuration button.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrilton Data Broker

Active Sessions/Reverse Connections

Matrikkon Data Broker - MDBN %

Matrikon Data Broker - MDEMNC
Sign & Encrypt

Basic2565ha256 &}
Connected

3. Expand the Federator Data Sources panel.

@ Matrikon OPC UA Explorer
Matrikon Data Broker Configuration

Session Matrikon Data Broker - MDBNORTH55020 - Session - 1 j( Forge loT Device Registration )

Server Settings
User Management

FireBridge Reverse Connections

Federator Data Sources

UA DataSource ~|[opcusserved | +
Data Source Type Data Sou':; Name Connection Point Connection Status Configure
1 SimulatedDataSourceType SimulatedData Mot Available o T
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Connecting MDB to OPC UA servers

4.  Select UA DataSource from the drop-down menu and enter a name for the connection.

5. Click the “+’ to add the connection. The new connection appears in the list of Data

Sources

6.  Click on the Configure button for the new connection.

Federator Data Sources

UA DataSource j| ‘ +
Data Source Type Data Source Name Connection Point Connection Status Configure|
1 UAClientDataSourceType OPCUA server opc tep/fua-senver-hostname-or-ip:port/ BadMNotConnected o w
2 SimulatedDataSourceType SimulatedData Mot Available o w
7.  Select the Manual radio button to connect directly to the data source.
G' Matrikon Data Broker UA Data Source Configuration — X

UA Data Source
Name: OPCUA server

Connections  Advanced Settings

@ Manual

™ Discovery

Connection Status : BadNotConnected

™ Reverse Connect Data Source with Remote UA Server

Server Url | opc.tep://opcnorth:62541/Quickstarts/ReferenceServer

8. Enter the Server Url and click on the Find Servers button.

0. Expand the OPC Server and choose a connection method.

G Matrikon Data Broker UA Data Source Configuration

UA Data Source
Name: OPCUA server
Connections  Advanced Settings

™ Discovery @ Manual

Connection Status : BadNotConnected

™ Reverse Connect Data Source with Remote UA Server

Server Url |0pc.tcp:_a'_a'opcnorth:62541_;'Quickstarts_fReferenceSer\rer

End Points

v @ opctcp/fopenorth:62541/Quickstarts/ReferenceServer
v _;'! Quickstart Reference Server

Basic128R=al5 - Sign & Encrypt

Basic256 - Sign

MNone - None

Basic128R=al5 - Sign

Basic256 - Sign & Encrypt

Basic2565ha256 - Sign

Basic2565ha2536 - Sign & Encrypt

Basic128R=al5 - Sign & Encrypt

[< I <IN« < <M< <]

Remote Server's Application URI:

urn:opcnorth:UA:Quickstarts:Referenceberver

: [ Disable requested ]. Connection to OPCUA server from Matrikon Data Broker has been disabled.

Reverse Connect

Listening TCP Port 0 -

Server Uri urn:

Connection Point

Endpoint Url opc.tep://opcnorth:62541/Quickstarts/Referenceberver
Security Policy None j

Security Mode MNone j

User Token

@  Anonymous

UserName Username

User Details
Password

Enable | Reset || cancel | m

MDB How-to Guide
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Connecting MDB to OPC UA servers

10. Select the User Token type based on the requirements of the server.

11. Click on the Enable checkbox to ensure it is checked and click Apply.

12. Before the data source can be accessed, MDB must complete all federation tasks. This is
indicated in the configuration dialog when the message Connected is displayed.

o Matrikon Data Broker UA Data Source Configuration

UA Data Source
Mame: OPCUA server
Connections  Advanced Settings

@ Discovery ® Manual

Hostname / IP

End Points

Remote Server's Application URI:

urn:opcnorthiUA:Quickstarts:ReferenceServer

Connected.

Connection Status : Good

™ Reverse Connect Data Source with Remote UA Server

Port | Find Servers

Reverse Connect

Listening TCP Port 0 -

Server Uri urn:

Connection Point

Endpoint Url opc.tep://openorth:62341/Quickstarts/Referenceberver
Security Policy MNone j

Security Mode None j

User Token

@ Anonymous

UserName username
* User Details

Password

Enable | || ||

13. Collapse the Federator Data Sources tab, then expand it to refresh the Connection Status.

14. Browse the Federated data source in the Data View by clicking on the Data View icon.

New Connections & Configuration

+

Add New Server

Active Sessions/Reverse Connections

&

Configure
Matrikon Data Broker

Matrikon Data Broker - MDB2I %

Matrikon Data Broker - MDB20

Sign Basic128Rsal3 E’}
Connected

MDB How-to Guide
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Connecting MDB to OPC UA servers

15. The address space of the newly added data source appears in the DispatchConfiguration
folder.

Root > Objects > DispatchConfiguration > DataSources > YourDataSource >

Address Space
~ Matrikon Data Broker - MDENORTHS55020 - Session - 1

~ [ Root
v [ Objects
= Server
7 Aliases
= DataManagementConfiguration
v | 7 DispatchConfiguration
v % DataSources
= SimulatedData
= OPCUA server
" ListAllAdapters
7 ServerConfiguration
= DispatchDiagnostics
= Types
7 Views

16. The structure from this point differs from OPC server to OPC server. Expand the folders
until the desired items are located.

17. Dragging the required tag(s) from the list in the Address Space to the Data View adds
them to the MonitoreditemList for this server.

MDB How-to Guide ©Matrikon 2022 14



Accepting application instance certificates in MDB
Use CASE

OPC UA security relies on the exchange of application instance certificates to authenticate
connecting components. This is normally handled by the certificate management components
in your infrastructure. Even where these components are not available, it remains a requirement
to accept the certificates before a connection can be established. Although this can be
accomplished manually, UA Explorer and MDB support this functionality.

PROCEDURE
Manual certificate management

1.  Navigate to certificate storage for rejected application instance certificates of your MDB
instance.

C:\ProgramData\Matrikon\DataBroker\<yourMDBinstance>\pki\DefaultApplicationGroup\rejected\certs

i] = | certs

Home Share View

« v T « ProgramData » Matrikon » DataBroker » MDB2 » pki » DefaulthpplicationGroup » rejected » certs v O
# Quick access Mame Date modified Type Size
[ Desktop I _oi| Uabxpert DESKTOP _PKK7FOQ DESKTOP PKKTFOQ FEODD70S... IS- 12/2022 310 PM Security Certificate 2KB

2. Move the rejected certificate to the trusted application instance certificate storage.
C:\ProgramData\Matrikon\DataBroker\<yourMDBinstance>\pki\DefaultApplicationGroup\trusted\certs

3. MDB now trusts this certificate and this application.

Via UA Explorer

If the OPC UA server supports the certificate management methods defined in the UA
specification, OPC Explorer can be used to manage the application instance certificates in the
server's certificate store.

1. Open OPC UA Explorer and connect to MDB.
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Accepting application instance certificates in MDB

2. Click on the “Manage Certificate” icon on the left edge of the display.

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDB2I %

Matrikon Data Broker - MDB20
Sign Basic128Rsal3 E’}
Connected

3. If UA Explorer is connected to multiple servers that support certificate management
methods, you must elect the server (session) for which you wish to manage the
certificates. This includes multiple instances of MDB

@ Matrikon OPC UA Explorer

Certificate Management

Session Matrikon Data Broker - MDBNORTH55020 - Session -1 j Server Name : Matrikon Data Broker - MDBNORTH35020

4.  Verify the status of the certificate by checking the Is Trusted? column in the Certificate
Management panel. If a certificate is not trusted, select it by checking the checkbox in the
left-most column.

G Matrikon OPC UA Explorer
Certificate Management

Session Matrikon Data Broker - MDBNORTH55020 - Session - 1 j Server Name : Matrikon Data Broker - MDBNORTH33020
Select Certificate Name Issued To Valid From Valid Until Is Trusted?
1 Matriken FLEX Dispatch [136E9D8BFCGEQ3EG1 C2FG4D0DBECEBAI358315E7] Matrikon FLEX Dispatch 2022-6-2 21:49:22 2027-6-121:49:22 Yes
2 Matriken FLEX Dispatch [6738AE013420F184ED5DBO03FA4FETRAT2CA4ECF] Matrikon FLEX Dispatch 2022-6-2 21:48:22 2027-6-1 21:48:22 Yes
3 Matriken OPC UA Explorer [9B208FD20C949AE38DA4815903358EEDB2TABF33]  Matrikon OPC UA Explorer  2022-6-2 21:5T:12 2027-6-1 21:57:12 Yes
4 UA Local Discovery Server [5SD4AB0EAT7B2ZACIFBEAEDSDCFFCCB43D3742B305] UA Local Discovery Server 2022-6-2 21:24:41 2025-6-1 21:24:41 Yes
5 UA Sample Client [090DECAS099233AAF2FSCC19B40CEEBEAEDIDDAS] UA Sample Client 2022-6-2 23:16:39 2023-6-2 23:16:39 Ves

5.  Click on the Accept button to move the certificate to the trusted certificate store.

6. MDB now trusts this certificate and this application.
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Creating reverse connections across firewalls

Use CASE

OPC servers are often installed on platforms within a high security zone, where unsolicited
incoming messages are restricted by firewalls and other security mechanisms. For OPC Classic
applications this required the complex configuration of multiple applications to allow
communication between the client and server. The reverse connect functionality of OPC UA
allows the OPC UA server in the high security zone to initiate the connection and
communication. This outgoing message is not restricted by the firewall and the client
application can respond without violating firewall protocols.

@ Matrikon*
Data
Broker

®@ Matrikon®
Data

©
2 w
k= UA
L
Client (DA) Server (DA)
Low Security Zone High Security Zone
(Client Side) (Server Side)

The FireBridge feature in MDB allows configuration of a reverse connection to an OPC UA client
application. Ideally, the client application is enabled to invoke this service, and the server
application supports the functionality. This instruction assumes that the original applications do
not support this functionality, and that due to firewall restrictions the client cannot connect
directly to the server. MDB acts as both client and server for this example, and UA Explorer is
the configuration tool.

PROCEDURE
Configure the Client side by adding a data source to MDB

1. On the client side, connect Matrikon OPC UA Explorer to MDB as the admin user.
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Creating reverse connections across firewalls

2. Click the Configure Matrikon Data Broker button.

@ Matrikon OPC UA Explorer

Home

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDBN %

Matrikon Diata Broker - MDBMNC
Sign & Encrypt

Basic2565ha?56 {6%
Connected

3. Expand the Federator Data Sources panel.

Federator Data Sources

Ua DataSource j |<connection name> | +

4. Ensure UA DataSource is selected from the dropdown menu and enter a name for this
data source.

5. Click the "+ button to add this data source.

6. Click the Configure icon on the newly created data source to open the UA Data Source
Configuration dialog.

Data Source Type Data Source Name Connection Point Connection Status Configure

UAClientDataSourceType <connection name> opc.tep/fua-server-hostname-or-ip:port/.... BadNotConnected ﬁ} ]ﬂl
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Creating reverse connections across firewalls

7. In the MDB UA Data Source Configuration dialogue Connections tab:

G Matrikon Data Broker UA Data Source Configuration — *

UA Data Source
MName: <connection name> Connection Status : BadMNotConnected

Connections  Advanced Settings

= Discovery “ Manual @ Reverse Connect Data Source with Remote UA Server
Hostname / IP Port
End Points Reverse Connect
Server Uri |urn:

Connection Point
Client Url opc.tcp://ua-server-hostname-or-ip:port/optional-path
Security Policy Basic2565ha256 j

Security Mode SignandEncrypt j

User Token
“  Anonymous
Remote Server’s Application URI: UserName |. u |
@ User Details
Password |- - omem |
Data source created with disabled state. Configure and enable for connection, Enable | Reset || Cancel | m

1) Select the Reverse Connect Data Source with Remote UA Server radio button option.

2) Enter the TCP port that this MDB node will use to listen for the reverse connection
invitation from the server.

There is no need to enter the Server Uri, leave as-is.
3) Select the required Security Policy and Security Mode.
4) Set the User Token credentials as required by the server.
5) Ensure Enable is selected.

8.  Click on the Apply button.

9.  Note the message displayed at the bottom of the window “...Waiting for reverse
connection...”

Configuring : [ Waiting for reverse connection. Make sure external server initiates connection |.

Enable | | |

Configure the Server side

10. Onthe server side, connect UA Explorer to MDB as the admin user.
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11.  Click the Configure Matrikon Data Broker button

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDBN %

Matrikon Data Broker - MDBMC

Sign & Encrypt
Basic2565ha256 i)
Connected

12. Expand the FireBridge Reverse Connections panel.

13. Configure the Reverse Connection Destination as follows:

Matrikon Data Broker Configuration

Session Matrikon Data Broker - MDENORTH55020 - Session -1 j( Forge loT Device Registration )

Server Settings
User Management
FireBridge Reverse Connections

Reverse Connect Destinations + o

FireBridge Name Client Endpoint Url Reconnect Delay(ms) |s Connected Lost Connection Count  Enable

1 ReverseConnection_1 opc_tep:/fopcsouth:55000 e 5000 = false 0 e [ cancel \m ()

1) Click the ‘“+' button.

2) Double-click the existing Client Endpoint Url to edit. The client endpoint is the listening
port previously configured

opc.tcp://<client-host name or IP>:<listening port>
3) Ensure Enable is selected.
14. Click the Apply. Button.

15. Onthe server-side, verify that the MDB Reverse Connection status indicates that the Is
Connected status is true.

Matrikon Data Broker Configuration

Session Matrikon Data Broker - MDBENORTHS5020 - Session - 1 j( Forge loT Device Registration )

Server Settings
User Management
FireBridge Reverse Connections

Reverse Connect Destinations +

FireBridge Name Client Endpoint Url Reconnect Delay(ms) | Is Connected Lost Connection Count Enable

1 ReverseConnection_1 opc.tepi//opesouth:55000 5000 S true 25 [ 'II_ | i}
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16. On the client-side, verify that the Connection Status of the Federated Data Source is Good.

Matrikon Data Broker Configuration
Session Matrikon Data Broker - MDBSOUTH55010 - Session - 1 j

Server Settings.
User Management
FireBridge Reverse Connections

Federator Data Sources

UA DataSource j| ‘ +

Data Source Type Data Source Name Connection Point Connection Status Configure
1 UAClientDataSourceType MDBHNorth opc.tep://OPCNORTH:55020 Good ﬁ} ]E
2 SimulatedDataSourceType SimulatedData Not Available & w

17. Connection issues at this point are likely caused by certificate errors. This can be verified
by checking the log file for error messages. If certificate errors are indicated in the log,
refer to the section on accepting application instance certificates.

Access the data from the OPC UA server

18. Click on the Data View icon to access this address space through MDB.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDEN %

Matrikon Data Broker - MDBMC

Sign & Encrypt
Basic2565ha256 {6
Connected
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19. The client-side MDB now supports a server-initiated connection to the server-side MDB,
which has been configured to connect to the remote OPC UA server. The address space
for this remote server appears in the DispatchConfiguration folder in the client-side MDB

address space.

Address Space
~ Matrikon Data Broker - MDBSOUTHS5010 - Session - 1

v [ Root
v [ Objects
= Server
= Aliases
[~ DataManagementConfiguration
~ I DispatchConfiguration
~ [ DataSources
= SimulatedData
=7 MDBMNarth
& ListAllAdapters
= ServerConfiguration
= DispatchDiagnostics
= Types
= Views

20. The navigation of the remote server address space from this point can be treated as if the
user were browsing it locally.
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Use CASE

Information models are used to provide a virtual definition of a real-world hardware, software, or
business asset object. The information models used in OPC UA are based on the Companion
Specifications developed by the OPC Foundation in cooperation with its members and partners.
In addition to the definition of the model, the Companion Specifications include a NodeSetFile
that includes the definitions of all types within the model.

Importing the NodeSet file is the first step in configuring MDB to connect to a data source

defined by the Companion Specification.

PROCEDURE

1. Ensure that all files required to represent the information model are accessible to the
instance of MDB.

NOTE - The nodesetfile must be in ASCII format for import into MDB. UTFS8 files will
cause MDB to throw an error.

2. Using OPC UA Explorer, connect to MDB and click on the Data Modeling icon in the left
menu bar.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDBEN %

Matrikon Data Broker - MDBMC
Sign & Encrypt Basic128Rsal3 @
Connected
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3. Click on the Instance Management tab (1), followed by the Import button (2). This opens
the Import or Validate Nodeset Files dialog.

Instance Management 1 Data Mapping O
D @D

4.  Inthe Import or Validate Nodeset Files dialogue, either

e browse for the required files by clicking on the Browse Files button, or
e drag and drop the required files from a separate window.

G Import or Validate Modeset Files — >

Drag and drop or use browse button | Browse Files |

List nodeset files in the o er of dependencies

()
2
ol
(=}
]
a
D
g
8
Q
c
b=
-4
5
4
=
]
2
®

Onky 10 XML files can be Imported or Validated at once

= - -

E NOTE - A maximum of 10 .xml files can be imported in a single operation.
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5. NodeSet files often contain dependencies, additional models that must also be imported
to MDB. These dependent models are listed in the NodeSet file (see example below). MDB
requires that all dependent models be imported, in the order listed in the NodeSet file. The
NodeSet file is the last to be listed.

Models>

<Model ModelUri="http://opcfoundation.org/UA/Machinery/"
Version="1.02.0" PublicationDate="2022-05-01T00:00:00Z">

<RequiredModel ModelUri="http://opcfoundation.org/UA/"
Version="1.04.7" PublicationDate="2020-07-15T00:00:00Z" />

<RequiredModel ModelUri="http://opcfoundation.org/UA/DI/"
Version="1.02.2" PublicationDate="2020-06-02T00:00:00z" />

CAUTION - All dependent models must be included in the import list, and the xml
@ files must be structurally and syntactically correct. Any deviation from the correct
order or errors in the files will result in an error during file validation or import.

6.  Once all required files have been added, click on the Validate Schema button to ensure the
files conform to the UA xml schema.

G Import or Validate Modeset Files — x

Drag and drop or use browse button |_ Browse Files |

List nodeset files in the order of dependencies

Ep

C:/Users/OPClUser/Desktop/MDE 2.0/UA-Nodeset-1.04/DI/0pc.Ua....

3

CifUsers/OPClUser/Desktop/MDE 2.0/Boiler.ModeSet2 xml

Cancel
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7.  Click on the Import button. During the import, the xml files are checked for structure and
syntax. Errors will be reported on-screen and will result in an unsuccessful import.

G Import or Validate Modeset Files — x

Drag and drop or use browse button | Browse Files |

N r

List nodeset files in the order of dependencies

ED

C:/Users/OPClUser/Desktop/MDE 2.0/UA-Nodeset-1.04/DI/0pc.Ua....

ﬁ CafUsers/OPClUser/Desktop/MDE 2.0/Boiler.ModeSetd xml
p

I Y ' '
Cancel | Import Validate Schema
L% r h ‘
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8.  The successfully imported information model components can be viewed in the following
locations.

e Under Types in the Data Modeling page.
e The imported NodeSet files are also listed in the importednodesets folder in the
ProgramData directory.

C:\ProgramData\Matrikon\DataBroker\<YourinstanceName>\importednodesets
e Inthe address space of the MDB server, navigate to the ModelerConfig directory.

o Right-click on GetimportedNodeSetFileNames to view a list of the imported files, or
o right-click on the GetimportedTypes to see a list of the imported types.

Address Space

" Matrikon Data Broker - MDB201955010 - Session - 1
21 @
A E? Root &
v [ Objects
= Server
= Aliases
~ [ DataManagementConfiguration
= LocalObjects
= Mappedinstances

v [ ModelerConfig
o CreateFileObject

& Createlnstance
o Disable
& EditMappedModelnstance
o Enable
o ExportModeSet
= FileObjects
F GetimportedModeSetFileMames
=0 Outputfrguments
I\' & GetlmportedTypes I
= Outputfrguments

o GetMappedModelnstancelnfo
o ImporthlodeSetFile
IsEnabled
o MapModelnstance
&’ Removelnstance
o RemoveMappedModelnstance
o ValidateMapModeRequest
o ValidateModeSetFile
~ [= DispatchConfiguration
= DataSources
o ListAlladapters v
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Creating instances of a type
UsE CASE

Creation of an instance of a type in the OPC UA server address space is a part of the data or
information modeling process. This functionality requires that the server implement these
services and the client be enabled to invoke these services. This step is required to create
computable objects within the address space of the server. There is no logical limit to the
number of instances that can be created, either in total or of a single type.

MDB supports this functionality, and this instruction describes the necessary steps to create an
instance. This instruction assumes that the user is knowledgeable in OPC UA address space
components and is aware of the required types and structure to be created.

PROCEDURE

1. Connect UA Explorer to MDB and select Data Modeling from the menu items on the left
edge of the UA Explorer window.

(@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDEN %
Matrikon Data Broker - MDBMNC

Sign & Encrypt Basic128Rsals 'E"}
Connected

2.  Select the OPC UA server whose address space you wish to manage from the drop-down
in the upper-left corner of the UA Explorer display.

Session Matrikon Data Broker - MDB201955010 - Session -1 j
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3. Click on the Instance Management tab in the upper-right corner of the UA Explorer display.
The Instance Details options are available by default.

Instance Management Data Mapping {}

4.  To create a new instance at a specific location in the address space, right-click on the
node you wish to create the new instance in and select Create New Instance.

All Instances and Types

Instances LY

v [ LocalObjects

7 myfolder

i} Rebrowse
+ Create New Instance

— Delete Instance

=

NOTE - At this time MDB supports creation of Instances within the local MDB only.
This means that new instances of a type cannot be created within the address space
of a Federated data sources.

5. In the Instance Details window the Parent Nodeld field is automatically populated with the
name of the selected node.

Instance Details

Instance Name

Description

|=C;r:ticna| |

Parent Nodeld

LocalObjects i
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6. If you know the Type you wish to create an instance from, this can be done by right-

clicking on the Type and selecting Create New Instance.

Types b
v [ Types 2
v [ ObjectTypes
v # BaseObjectType
# FolderType
DataTypeSystem Type

DataTypeEncedingType
ModellingRuleType

ServerType
¥p s
ServerCapabilr

Rebrowse

ServerDiagnos + Create Mew Instance

SessicnsDiagnosticsSurmmary Typ
SessionDiagnosticsObjectType
VendorServerinfoType
ServerRedundancyType

T T Ty Ty Sy Ty S IRTS S %y

FileType

Array Typ|

Array Dim|

7. In the Instance Details window, the Type Definition Nodeld and Node Class fields are
automatically populated based on the selected Type.

Instance Details

Instance Name |

Description |=C,‘r:ticna|

Parent Nodeld

Type Definition Nodeld ServerType

ReferenceTypeNodeld

Node Class Object
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Creating instances of a type

8.  Atany time, clicking on the New Instance button clears all fields and allows manual entry

of values for all fields. Clicking on the ‘¥’ beside a field presents a list of all possible items
for that field.

Data Mapping ‘ O

9. Once all fields have been filled out as required, click on the Apply button to commit all
changes.

Instance Management
r

(%

MDB How-to Guide ©Matrikon 2022 31



Mapping data in MDB

Use CASE

Data mapping allows a data item from a real-world data item to be connected directly to an
instance of a node in the MDB address space. This provides context for the raw data from the
device, based on the overall configuration of the server address space.

MDB supports the OPC UA functions for Information Modeling and Data Mapping. This includes
extending the mapping function to transferring data from one real-world source item to a
destination item in another real-world source.

There are four possible mappings available in MDB

e Instance as source to instance as destination

e Instance as source to data item as destination

e Dataitem as source to data item as destination
e Data item as source to instance as destination

Of these, only the highlighted mapping of data item to instance is included in the basic license
of MDB. The others require a Data Management license.

This instruction includes the data item to data item and data item to instance mappings as
these are the most common uses for this feature. The procedure for both use cases is
essentially the same, differing only in the selection of the source and destination items.
PROCEDURE

1. Connect OPC UA Explorer to MDB.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDBEN %

Matrikon Data Broker - MDBMNC
Sign & Encrypt

Basic2565ha256 {3
Connected

MDB How-to Guide ©Matrikon 2022 32



Mapping data in MDB

2. Connect MDB to the OPC UA Server for the real-world data item using the Federator

feature of MDB.
@ Matrikon OPC UA Explorer
Matrikon Data Broker Configuration
Session Matrikon Data Broker - MDENORTH55010 - Session - 1 j ( Forge loT Device Registration )
Server Settings
User Management
FireBridge Reverse Connections
Federator Data Sources
UA DataSource j‘ | -
Data Source Type Data Source Name Connection Point Connection Status Configure
1 SimulatedDataSourceType SimulatedData Not Available & w
2 |UAC\iemDataSnurceType UACPP Server opc_tep: //OPCMorth:48010 Good & w ‘

3.  Select Data Modeling by clicking on the icon in the menu bar on the left edge of the UA
Explorer window.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - MDEN %

Matrikon Data Broker - MDBMC
Sign & Encrypt

Basic2565ha256 {3
Connected

4.  Select Data Mapping by clicking on the tile in the upper right-hand corner of the UA
Explorer window.

Data Modeling

Session Matrikon Data Broker - MDBNORTH55010 - Session - 1 L] [ Instance Management <o
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NOTE - UA Explorer supports multiple connections including multiple instances of

=

of the display, under the Data Modeling label.

5.  Select the Data Mapping radio button.

Data Modeling

MDB. Ensure the correct session is selected from the drop-down list on the left side

Session

Matrikon Data Broker - MDBENCORTHS5010 - Session - 1

hd

® Data Mapping Dashboard

@ Data Mapping

6.  Select the source item. Federated data sources appear under DispatchConfiguration in
the browse tree.

@ Matrikon OPC UA Explorer

Data Modeling

Session Matrikon Data Broker - MDBEMORTH55010 - Session -1 j
® Data Mapping Dashboard @ Data Mapping *Expand Tree Nodes to
Source ~ | A
Seurce ltem Type Definition DataType AccessLevel G
~ [ Root
v [ Objects FolderType
=7 Server ServerType
[ Aliases AliasMameCategory Type
=7 DataManagementConfiguration DataMedellerConfigurationFolderType
|" = DispatchConfiguration | ConfigurationFolderType
~ [ DataSources DataSourceFolderType
[ SimulatedData SimulatedDataSourceType
| ~ [ UACPP Server | UAClientDataSourceType
= Session FolderType
=7 Reverse Connect FolderType
= DatasourceDiagnostics DiagnosticsFolderType
BrowseAndReadMonValueAttributesCacheTimeout PropertyType 0:Duration Current Read | Cun
CacheManagementMode PropertyType 2:AddressSpaceCacheModeType Current Read | Cun
IsConnected PropertyType 0:Boolean Current Read
IsDirty PropertyType 0:Boolean Current Read
IsEnabled PropertyType 0:Boolean Current Read
MaxReferencesForBrowsePerMode PropertyType :UiInt32 Current Read | Cun
MonitoredltemProcessinglatency PropertyType 0:Duration Current Read | Cun
Name PropertyType 0:5tring Current Read | Cun
EndpointUrl PropertyType 0:5tring Current Read | Cun
RemoteServerApplicationURI PropertyType 0:5tring Current Read
TypesCached PropertyType (:Boolean Current Read
¥ [ Data FolderType v
< >
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Select the destination item. When mapping to an instance of a type in the server address

space, these appear under DataManagementConfiguration in the browse tree. When
mapping to another Federated data source, these again appear under
DispatchConfiguration in the destination browse tree.

= LocalObjects
~ [ myfolder
mystring
myint
£ boiler!
5 Mappedinstances
= ModelerConfig
=7 DispatchConfiguration
[ DispatchDiagnostics
[ DeviceSet
£ NetworkSet
[ DeviceTopology
= Boilers
= Types
7 Views

Destination ltem Type Definition DataType  AccessLevel
~ [ Root
¥ [ Objects FolderType
7 Server ServerType
7 Aliases AliasMNameCategoryType

v [ DataManagementConfiguration| DataModellerConfigurationFolderType

FolderType
FolderType
BaseDataVariableType (:String

O:Int16

Current Read | Current Write
BaseDataVariableType Current Read | Current Write
BoilerType

FolderType

DataModelerType

ConfigurationFolderType

DiagnosticsFolderType

BaseObjectType

BaseObjectType

BaseObjectType

FolderType

FolderType

FolderType

8. Once you have selected the source and destination items, click on the Map button.
Destination ltem Type Definition DataType  AccessLevel
v [ Root
~ [ Objects FolderType
7 Server ServerType
= Aliases AliasMameCategory Type

[~ DataManagementConfiguration

DataModellerConfigurationFolderType

v [ LocalObjects FolderType
v 2 myfolder FolderType
mystring BaseDataVariableType (0:5tring Current Read | Current Write
myint BaseDataVariableType (:Int16 Current Read | Current Write
7 boilerl BoilerType
[ Mappedinstances FolderType
7 ModelerConfig DataModelerType
[ DispatchConfiguration ConfigurationFolderType
= DispatchDiagnostics DiagnosticsFolderType
= DeviceSet BaseObjectType
7 NetworkSet BaseObjectType
5 DeviceTopology BaseObjectType
[ Boilers FolderType
7 Types FolderType
5 Views FolderType
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9.  The Mapping Preview window appears. Verify the item selections, ensuring that

e the correct source and destination items have been selected,
¢ the Type Definition of the source and destination items match, and
e the DataType of the source and destination items match.

10. Once all items are verified, click on the Add to Queue button.

@ Mapping Preview - x
Mapping Instance Name Int16_myint
Source Destination
Source [tem  Type Definition DataType  AccessLevel || Destination ltem  Type Definition DataType  AccesslLevel
@ Int16 BaseDataVariableType O:Int16 Current Read | @ myint BaseDataVariableType Q:nt16 Current Read
£ > € >
| Cancel | Add to Queue

11. Ensure the newly mapped items are displayed in the Mapping Summary.

Mapping Summary
_l Selectan Map Instance Name Source Destination Data Type Access Level
14 Int16_myint Int16 myint QInt16 Current Read|Curre..,
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12. Click on the checkbox to select the item(s), then click on the Commit button on the right
side of the Mapping Summary panel.

Mapping Summary
2| SelectAn Map Instance Name Source Destination Data Type Access Level
1 Int16_myint Int16 myint 0:Int16 Current Read|Curre..,

13. Select the Data Mapping Dashboard to view all mapped items.

@ Data Mapping Dashboard = Data Mapping

All Mapped Instances

Data Mapping Source Mode Id

hd ’ Mappedlnstances

v & Int16_myint

’ myint ns=10:s=Dema.Dynamic.5calarnt16
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Installing an MDB container on a Linux platform

Use CASE

Unlike OPC Classic, OPC UA applications can be developed to run on Linux platforms. Although
this can be done natively, it is often easier to employ Docker containers to run the UA
applications in a Windows environment on a Linux platform. This instruction provides the
details for creating this environment in the Ubuntu 20.04 Linux release.

PROCEDURE
To prepare the system

1. Ensure the Linux installation has a connection to the internet.
2. Run the following commands prior to installation of the Matrikon Data Broker Docker
container:
sudo apt-get update
sudo apt update && sudo apt upgrade -y
sudo apt install -y ca-certificates curl gnupg Tsb-release

curl -fsSL https://download.docker.com/11inux/ubuntu/gpg | sudo gpg --
dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

echo "deb [arch=$(dpkg --print-architecture) signed-
by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/Tinux/ubuntu $(Isb_release -cs) stable" |
sudo tee /etc/apt/sources.list.d/docker.Tist > /dev/null

sudo apt-get update
To install Docker

Following system preparation, run the following commands to install Docker:
sudo apt install docker-ce docker-ce-cli containerd.io -y
sudo usermod -aG docker sysadmin
newgrp docker
docker version

sudo systemct]l status docker

To test the Docker installation

Run a simple built-in test to confirm Docker is working:

docker run hello-world

To install MDB

1. Copy the Matrikon Data Broker app image (.tgz file) to Linux.

2. Load the app image into Docker:

sudo docker Toad -i matrikondatabroker-rhelubi8-2.0.0.tgz
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Installing an MDB container on a Linux platform

3. Create a temporary folder. Open New Terminal window then enter:
cd /tmp
mkdir MDB

4. Close window

5. Go back to original terminal window and issue this command to create the Docker
Container:

sudo docker create --network host --name MDBContainer --volume
/tmp/MDB/:/mnt/dispatch -e DATABROKER_NAME=MDB -e DATABROKER_PORT=52000
-e DATABROKER_SECURE=1 -e DATABROKER_LOG_TO_VOLUME=1
matrikondatabroker-rhelubi8:2.0.0

NOTE - MDBContainer is what the Docker Container will be named. MDB is what the
DataBroker instance will be named. TCP Port 52000 will be the port that MDB is

E listening on. All these variables can be customised by the user to suit the
installation.

To configure the firewall

1.  Start the newly created Container:

sudo docker start MDBContainer

2. Open the MDB TCP port in the firewall. In this example, this will be port 52000:
sudo ufw allow 52000

Note that no reboot is required unless enabling or disabling firewall.
To test MDB

1. Locate the Linux IP address. This can be done by issuing the ip address command.

2. Test the connection with a test OPC UA Client like Matrikon OPC UA Explorer. There are
two options here:

a.  Testlocally by installing Matrikon OPC UA Explorer on Linux
b.  Test remotely by installing Matrikon OPC UA Explorer on a Microsoft Windows
Operating System that is on the same network as the Linux installation.

The endpoint for MDB is opc.tcp://<IP where container is running>:<port>, in this
example this is opc.tcp://10.0.0.1:52000

3. Connect with the username admin and a blank password. Expect a security error to be
returned.

To accept the UA client certificate

1. Return to Linux and locate the installation location:

docker inspect <Container name> | grep volume
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in this example:
docker inspect MDBContainer | grep volume
2. Copy the location returned.
3. Elevate to interactive shell:
sudo -1
4. Change directory to the copied location:
cd <copied location>/pki/DefaultApplicationGroup/rejected/certs

5. Check the contents of the folder, there should be a certificate from the OPC UA Client
present:

1s
6. Move the file from this folder to the trusted folder:

mv <filename> <copied
Tocation>/pki/DefaultApplicationGroup/trusted/certs

Note the space between filename and copied location in the above command

7.  Exit from interactive mode (most important!):

exit
To confirm MDB installation

Return to the OPC UA Client and attempt the connection again. As the certificate has been
trusted, this action will now succeed.

NOTES

Every time the Linux installation is rebooted, the Docker container will need to be started after
the reboot has completed:

sudo docker start <Container name>
Stop Docker container:

sudo docker stop <Container name>
Restart Docker container:

sudo docker restart <Container name>
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Use CASE

Industrial Control Systems (ICSs) in the 215t Century increasingly make use of the latest
technologies defined by and incorporated in lloT and Industrie 4.0. This includes the use of
cloud applications and storage capabilities. The MQTT Publisher adds this functionality to MDB,
allowing any data collected by MDB to be pushed to the cloud using the MQTT protocol. The
MQTT Publisher is a separate product package which must be co-installed with MDB

In this procedure, Microsoft Azure is acting as the MQTT broker. This requires that an Azure
account be set up and that the credentials for this account are available to the user.

PROCEDURE
1. Connect OPC UA Explorer to both MDB and the MQTT Publisher.

Configure the connection to the OPC UA server

2. Click on the Manage MQTT Publisher Configuration icon in the menu on the left-hand
edge of the UA Explorer window.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

Matrikon Data Broker - North % MatrikonDataBrokerMQTTPub %
Matrikon Data Broker - Morth - MatrikonDataBrokerMOT TPubli

Sign Basic256 @ Sign Basic256 &
Connected Connected

3. In the MQTT Publisher Configuration panel, select the OPCUA Client Connection tab and
double click on the Flex Dispatch Connection.

MQTT Publisher Configuration

Session MatrikonDataBrokerfOTTPublisher - Session - 1 j ( Forge loT Device Registration )

OPCUA Client Connection  Writer Group  Writer Dataset ~ MQTT Client Connection  Options

UA Server Name UA Server Connection URL Security Mode Security Profile User

1 hex Dispatch Server opc.tepy//localhost:36000 Sign & Encrypt Aes256_Sha256_RsaPss Admin I
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4.  Inthe OPC UA Client Configuration window modify the following fields:

@ Opc UA Client Configuration — X
@ Discovery * Manual
Hostname / IP Port | |
End Points Connection Point
Endpoint Url opc.tepi//t 157000 |
Security Policy Basic256 j
Security Mode Sign j

User Token

“  Anonymous

UserMame |admin |
@ User Details
Password | |

1) Change the endpoint to reflect Matrikon Data Broker’s endpoint. In this example, Data
Broker is listening on port 57000. Ensure to use the endpoint containing the hostname and
not localhost.

2) Set the security policy and mode.

3) Set the User Token type and enter username and password. In this example this is admin
with no password.

4) Click Save

5. A confirmation message appears. This message is being reworded for the next version of
MDB and MQTT Publisher.

a. Click Yes to restart the MQTT Publisher immediately and apply the configuration
changes. Ensure MDB and the MQTT Publisher accept the new certificates (see step
10).

b. Click No to save changes to the configuration file only. Changes will then be applied
at the next restart of MQTT Publisher.

@ Matrikon OPC UA Explorer ¥

Connection details saved successfully in the Cenfig file.

Press Yes, if you want to apply the changes immediately After applying trust the
MCTTPublisher certificate in UA Server,

Press Mo, if user want to save the configuration enly in the Config file,

Yes Mo
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Configure the connection to the cloud platform

6. Select the MQTT Client Connection tab.

P Matrikon OPC UA Explorer

MQTT Publisher Configuration

Session MatrikonDataBrokerMOTTPublisher - Session -1 j ( Forge loT Device Registration )

OPCUA Client Connection  Writer Group  Writer Dataset I MQTT Client Connection I Options

MQTT Client Connection 4+ ¢ =
Name Broker Client ID Enabled
1 MQTT-Broker 127.0.0.1 MatrikonDataBrokerMOTTPu... false
2 Azure-loT hostname.iot-hub.azure-... deviceid false
3 Forge-loT false

7. Double-click on the Azure-loT item

8.  Modify the fields as follows:

MQTT Publisher Configuration

Session MatrikonDataBrokerMQTTPublisher - Session - 1 j ( Forge loT Device Registration J

OPCUA Client Connection ~ Writer Group  Writer Dataset ~ MQTT Client Connection  Options

Connection Details WriterGroup Details

Connection Types Azure loT Hub Writer Group Names + —_ |
Connection Name Azure-loT WriterGroup01

Enabled ® Disabled

MQTT Details

Broker/Host Name |TestM atrikonHub.azure-devices.net |

Publisher Topic |devices/TestDevice/messages/events/ |
Client ID [TestDevice |
Primary Key | | @ . .
Note : All the fields in the screen are mandatory, unless stated otherwise.
Publishing Types OPC UA Pub-Sub Max Message Size | 2500 ~
Use TLS ® Enabled
Use Compression ™ Enabled @ Disabled m— |_ Cancel

1) Setto Enabled

2) Copy the Hostname mentioned in the Azure loT Hub Device configuration and paste it
into Broker/Host Name.

3) Change the Publisher Topic to replace deviceid with the Device ID from Azure loT Hub
Device configuration, leaving the rest in-tact

4) Change the Client ID from deviceid to the Device ID from Azure loT Hub Device
configuration

5) Paste the Primary Key in from the Azure loT Hub Device configuration

6) Enter the Writer Group name in the JSON file and click on the “+
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7) Click Save
9.  Click Apply on the right side of the window. Close Matrikon OPC UA Explorer.

Confirm certificate acceptance by MDB and MQTT Publisher

10. Navigate to the MQTT Publisher certificate store
C:\ProgramData\Matrikon\MDB-MQTTPublisher\pki

I [ = | certs

Home Share Wiew
« v | C:\ProgramData\Matrikon\MDB-MOTTPublisher\pkirejected' certs
FY -~ e - -
E This pC MName Date modified Type Size
_J 3D Objects 55 Matrikon FLEX Dispatch [7BEB677248ECD...  5/23/2022 246 PM  Security Certificate TKE

11. Locate the Matrikon FLEX Dispatch certificate in the \rejected\certs folder and move it to
the \trusted\certs folder.

I [ = | certs
Home Share View

&« v 4 » ThisPC » SY5(C) * ProgramData * Matrikon » MDB-MCTTPublisher » pki » trusted » certs
[ This PC “ MName Date modified Type Size
_J 3D Objects _EJ Matrikon FLEX Dispatch [7BEBO77248ECD...  5/23/2022 &:47 PM Security Certificate 1KE
I Desktop =l Matrikon OPC UA Explorer [30378520415...  5/22/2022 613 PM Security Certificate 1KB
Iﬂ Documents 5] MatrikonFLEXUaPublisher [44F3C0B226B...  5/22/2022 6:11 PM Security Certificate 2 KB
* 0 oad =) ualdscert 11/24/2021 9:09 AM  Security Certificate 2KB
ownloads

12. Open Windows Services and restart the following:

e Matrikon Data Broker - <instance name>
e Matrikon Data Broker — MQTT Publisher
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13. Inthe UA Explorer Home window, confirm both MQTT Publisher and Data Broker are
reconnected (green). Select Manage Certificate.

@ Matrikon OPC UA Explorer

New Connections & Configuration

+ &

Configure
Add New Server Matrikon Data Broker

Active Sessions/Reverse Connections

MatrikonDataBrokerMQTTPub % Matrikon Data Broker - MDEN %

MatrikonDataBrokerMOT TPubli Matrikon Data Broker - MDBMNC
Sign & Encrypt

Basic2565ha256 i
Connected Connected

Sign & Encrypt Basic256 &

14. Inthe Certificate Management panel;

Certificate Management

Session Matrikon Data Broker - North - Session - 1 o j Server Name : Matrikon Data Broker - North
Certificate Name Issued To Valid From Valid Until Is Trusted?
MatrikenFLEXUaPublisher [44F3C0B226B6FE3FECB3TT33EAOCSBETCACH82FE] MatrikonFLEXUaPublisher  2022-3-22 1:11:41 2027-5-22 1:11:41 Mo
2 Matriken OPC UA Explorer [30378520A15A4962A0C13F3FF3EA29BE30EERTEB2] Matrikon OPC UA Explorer  2027-11-24 17:10:40 2026-11-23 17:10:40 Yes

1) Select Matrikon Data Broker from the dropdown window
2) Select the certificate called MatrikonFLEXUaPublisher

15. Click on the Accept button. Note that the Is Trusted? status has changed to Yes. This
indicates that MDB and the MQTT publisher are now communicating.

Certificate Management

Sowslon Llatrikon Duts Besknd - e . Seeie . 1 ;I Sorver Nama ; Mugnioon Dats Begicer - Horsh
Select Certifaaic Hamne lssed Ty Wkl Froem ‘ala] IFand s Trasted?
FRCOLIEBER RSP ECHITTI AL MBTCACHIRE] MurbonfLDPubiaher  022-5- 12 11141 HOIT-5-22 151150
2 Relatriocn OB 1A Explons KNTSR04 00 1 P LAKRIREAIRE] Matriton OPC U Grplores  J000-18-24 1710080 HDE-11-2 1705a0 e

Set up the MQTT Publisher configuration

16. Navigate to C:\ProgramData\Matrikon\MDB-MQTTPublisher\Config\writergroups
17. Open writergroups.json in a text editor.

18. Locate WriterGroup01 (the name of the Writer Group added to the JSON file in step 8).
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19. Set the Publishinginterval (in milli seconds) as required. This is the rate MQTT Publisher
will send data to the cloud. For example, if Publishinginterval is set to 30000, MQTT
Publisher will send data to the cloud every 30 seconds, if data is available to be sent.

"Name": "WriterGroupel”,

"Enabled™: ,
"l 1'-:--ﬁ-'|'-||.r'|T|-| "
"PublishingInterval™: 3@

AT s ST
g ages>ett1ings .

20. Locate DataSetWriter0O1.

21. Set the PublishingType to either Scan or Subscription. Scan means poll the data source for
data regardless of whether the data has changed. Subscription means data will only be
received if the value has changed in the data source.

"Name™ :

"Enabled™:

"DataSetWriterId™:
"DataSetFieldConten
"DatasetName” :
"PublishingType™:
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22. Notice the DataSetName DataSet01.

"Name™ :

"Enabled™:

"DataSethr

"NatasetFiel

23. Save the file and close.
24. Navigate to C:\Programdata\Matrikon\MDB-MQTTPublisher\Config\writerdatasets.
25. Open datasets.json in a text editor.

26. The DataSetMetaData part of the file defines the friendly names of the tags to be
published to the cloud. Notice the hook to DataSet01 as noted in Step 22. Set the name,
Description, Text and DataType fields as required.

»
": 69879547 -8cf7-44ca-9e50-7724fco8dBe2”

meric|lees",
« T

3e2f-44bd-b25d-f3
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27.

28.

J¥

29.
30.
31.

Publishing data from MDB to the cloud

Navigate to the DataSetSource. The source of the DataSet is defined here. For example,
NS4|Numeric|1000 as seen in step 26 is defined as having a source of id=1000 and
NamespaceUri of urn:SimulatedData/SimulatedData:

3 4
lizhedData":

SamplingInterve

s

Set the Samplinginterval in milliseconds. SamplinglntervalHint of -1 means the data
source will be sampled at the same rate as defined in the Publishinginterval in Step 23.

"urn:SimulatedData/SimulatedData™

-.alHint": -1

Save and close the file once all required items have been configured.
Open Windows Services and restart Matrikon Data Broker — MQTT Publisher

Depending on the settings and data generation at the source, data should be published to
the cloud shortly after service restart.
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For more information on Matrikon Data Broker

Click here to visit the product website.

~(e)
&ﬁﬁ,

Contact Matrikon

For more information on Matrikon products and
services, visit our website at www.matrikonopc.com

For information on contacting a sales team
representative in your region, click here.



http://www.matrikonopc.com/
https://www.matrikonopc.com/main/contact.aspx#HeadOffice
https://www.matrikonopc.com/opc-ua/matrikon-dispatch.aspx
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